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Abstract: 

Large-scale sensor networks are deployed in numerous application domains, and the data they collect are used in decision making 

for crit ical infrastructures. Data are streamed from multip le sources through intermediate processing nodes that aggregate 

informat ion. A malicious adversary may introduce additional nodes in the network or compromise existing ones. Therefore, 

assuring high data trustworthiness is crucial for correct decision-making. Data provenance represents a key factor in evaluating the 

trustworthiness of sensor data. Provenance management for sensor networks introduces several challenging requirements, such as 

low energy and bandwidth consumption, efficient storage and secure transmission. In this paper, we propose a novel lightweight 

scheme to securely transmit provenance for sensor data. The proposed technique relies on in-packet Bloom filters to encode 

provenance. We introduce efficient mechanis ms for provenance verification and reconstruction at the base station. In addition, we 

extend the secure provenance scheme with functionality to detect packet drop attacks staged by malicious data forward ing nodes. 

 

Index Terms: Provenance, security, sensor networks  

 

I. INTRODUCTION 

Sensor systems are utilized as a part of various 

application spaces, for example, digital physical foundation 

frameworks, natural observing, power networks, and so on. 

Data are conveyed considerable number of sensor center point 

sources and arranged in framework at widely appealing skips  

way to  base stations perform essential authority. The assorted 

qualities of information sources make the need to guarantee the 

dependability of informat ion, such that exclusive reliable data is 

considered in the choice procedure. Information provenance is a 

powerful strategy to survey informat ion reliability, since it 

compresses the historical backdrop of proprietorship and the 

activities performed on the information. Late research 

highlighted the key responsibility of provenance in systems 

where the usage of misleading data may prompt cataclysmic 

disappointments (e. g., SCADA frameworks).  

 

Despite the fact that provenance displaying, gathering, 

and questioning have been concentrated broadly for work 

processes and curated databases, provenance in sensor systems 

has not been appropriately tended to. So explore the issue of 

secure and effective provenance transmission and preparing for 

sensor systems, and here use provenance to recognize bundle 

misfortune assaults organized by vindictive sensor hubs.  

 

In a mult i-hop sensor system, information provenance 

permits the BS to follow the source and sending way of an 

individual information bundle. Provenance must be recorded for 

every parcel, except essential difficult ies emerge because of the 

tight stockpiling, vitality and transmission capacity limitations 

of sensor hubs. In this way, it is important to devise a light-

weight provenance arrangement with low overhead. Moreover, 

sensors frequently work in an un trusted domain, where they 

might be liable to assaults. Henceforth, it is important to address 

security prerequisites, for example, classification, honesty and 

freshness of provenance.  

 

Here propose a provenance encoding framework  each 

center point in transit of a data package securely embeds 

provenance information inside a Bloom channel (BF) that is 

transmitted alongside the information. After getting the parcel, 

the BS separates and checks the provenance data. It additionally 

devise an expansion of the provenance encoding plan that 

permits the BS to identify if a bundle drop assault was 

organized by a malignant hub.  

 

Instead of existing exploration that uses separate 

transmission channels for data and provenance simply require a 

lone channel for both. Moreover, customary provenance 

security arrangements utilize seriously cryptography and 

advanced marks, and they utilize affix based information 

structures to store provenance, prompting restrictive expenses. 

Conversely, here use just quick message authentication code 

(MAC) plans and Bloom channels, which are settled size 

informat ion structures that minimally speak to provenance. 

Sprout channels make proficient use of transmission capacity, 

and they yield low mistake rates by practice. 

 

II.RELATED WORK 

Significant scale sensor framework sent different 

application regions, and the information they gather are utilized 

as a part of basic leadership for basic foundations. Information 

are spilled from numerous sources through halfway preparing 

hubs that total data. A malignant enemy may present extra hubs 

in the system or bargain existing ones. Along these lines, 
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guaranteeing, high information dependability is significant fo r 

right basic leadership. In the proposed framework.  

It arrangement to secure transmit provenance for 

sensor data. The proposed technique realizes upon pack bloom 

channels encode rovenance, so present profitable segments for 

provenance check and remarking at  base hub. Furthermore, it 

expand the safe provenance plan with usefulness to distinguish 

bundle drop assaults taged by noxious information sending 

hubs. here assess the proposed procedure both scientifically and 

observationally, and the outcomes demonstrate the adequacy 

and productivity of the lightweight secure provenance plan in 

recognizing parcel fraud and misfortune assaults. 

 

III.PROBLEM DEFINITION 

Large scale sensor systems are conveyed various 

relevance areas, and the informat ion they gather are utilized as a 

part of basic leadership for basic bases. Informat ion are spilled 

from d ifferent sources through moderate preparing hubs that 

total data. A noxious enemy may present extra hubs in the 

system or trade off existing ones. In this way, guaranteeing high 

informat ion dependability is pivotal for right basic leadership, 

primary test in MANET is to plan the hearty security, Assuring 

high information dependability is vital for right basic 

leadership, and Consume the system assets in this way debasing 

the system execution, these encounter different problems that 

motivate us to design a new robust scheme. 

 

IV. S YS TEM DES IGN 

The system design exp lains about the transferring of message 

from source to the base station. The source node sends the 

request to neighboring nodes in the network to find the shortest 

path for sending secure provenance transmission in sensor 

networks, and identify in-packet Bloom filter (iBF) provenance- 

encoding scheme,and efficient techniques for provenance 

decoding and verification at the base station. Detects packet 

drop attacks staged by malicious forwarding sensor nodes.  

 
Figure1 System Architecture 

 

V. BACKGROUND AND SYSTEM MODEL 

In this section, we introduce the network, data and provenance 

models used. We also present the threat model and security 

requirements. Finally, we prov ide a brief primer on Bloom 

filters, their fundamental properties and operations. 

 

1 Network Model 

In system model consider a multihop remote sensor system, 

comprising of various sensor hubs, base hub gathers 

informat ion from the system. The system is displayed as a chart 

G(N, L), where N ={ni |1≤ I ≤|N|} is the arrangement of hubs, 

and L is the arrangement of connections, containing a 

component li;j for every pair of hubs ni and nj that are 

discussing straightforwardly with each other. Sensor hubs are 

stationary after arrangement, however steering ways may 

change after some time, e.g., because of hub disappointment. 

Every hub report neighboring (i.e., one jump) hub data to the 

BS after arrangement.  BS relegates every hub an exceptional 

identifier hub ID and a symmetric cryptographic key Ki. 

Furthermore, an arrangement of hash capacities H ={ h1; h2; . . 

. ; hk} are telecast to the hubs for use amid provenance 

implanting.  

 

2 Data model  

Here expect a d ifferent round procedure of information 

accumulat ion. Every sensor creates informat ion intermittently, 

and singular qualities are amassed to BS utilizing  current 

progressive  ( t ree structure) spread plan . An informat ion way 

of D bounces is spoken to as < nl; n1; n2; . . . ; nD > , where nl 

is a leaf hub speaking to the informat ion source, and hub ni is i 

jumps far from nl. Each non-leaf hub in the way totals the got 

informat ion and provenance with its own privately produced 

informat ion and provenance. Every information bundle contains 

1) a novel parcel succession number, 2) an informat ion quality, 

and  3)provenance. The grouping number is joined to the parcel 

by the informat ion source, and all hubs utilize the same 

arrangement number for a given round . The succession number 

respectability is guaranteed through MACs,  

 

3 Provenance Model  

Provenance Model consider hub level provenance, which 

encodes the hubs at every progression of informat ion handling. 

This representation has been utilized as a part of past 

examination for t rust admin istration and for identifying 

particular sending assaults Given parcel d, its provenance is 

demonstrated as a coordinated non-cyclic diagram. where every 

vertex v 2 V is credited to a particular hub and speaks to the 

provenance record (i.e ., nodeID) for that hub. Every vertex in 

the provenance diagram is extraordinarily recognized by a 

vertex ID (VID) which is created by the host hub utilizing 

cryptographic hash capacities. The edge set E comprises of 

coordinated edges that interface sensor hubs. 

 
Fig.5.1 chart of provenance sensor system. 

Fig.5.1 indicates provenance illustrations.Fig.5.1a, hub n1 

produces an informat ion parcel d, and every middle of the road 

hub totals its own tactile information with d and after that 

advances so forwadsto BS. Thus, the provenance relating  d  < 

vl, v1, v2, v3 > , which can be spoken to as a straightforward 
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way. In Fig. 5.11b, the interio r hub n1 creates the informat ion d 

by conglomerat ing informat ion (d1 . . . d4 ) from (nl1 . . . nl4 ) 

and afterward passes d towards BS. Here, n1 is an aggregator 

and totaled provenance <{vl1 , v l2 , v l3 , vl4 } v1, v2, v3 > is 

spoken to as a tree.  

 

5.1.4 Risk Model and Security Objectives  

Here expect BS is trusted, however whatever other 

subjective hub might be pernicious. Enemy spy and perform 

activity investigation anyplace on the way. Furthermore, the foe 

can send a couple of pernicious hubs, and trade off a couple true 

blue hubs by catching them and physically over writing their 

memory. In the event that a foe bargains a hub, it can separate 

every single key material, information, and codes put away on 

that hub. The foe may drop, infuse or adjust parcels on the 

connections that under its control. So don't consider disavowal 

of admin istration assaults, for example, the complete expulsion 

of provenance, since an information bundle with no provenance 

records will make the information profoundly suspicious and 

thus produce a caution at  BS. Rather, the essential be relevant 

is an assailant endeavors to distort the information secured.  

 

5.1.5 Bloom-Filter  

BF is a space effective informat ion structure for 

probabilistic representation of an arrangement of things S = {s1, 

s2, . . . sn} utilizing a variety of bit with k free hash capacities  

yield  every hash capacity hey map a thing s consistently reach, 

The BF can be spoken to as {b0, . . . bm_1}. At first all  bit are 

set to zero.   

Embed a component s ∈ S into  BF, s is hashed with all  

k capacities creating qualities hi(s) (1 ≤ i ≤ k).bit relating to  

qualities exh ibit. Fig.5. 2. shows a case of bf inserting process. 

question participation a thing s/inside S,  bits at files hi(s/) (1 ≤ i 

≤ k ) checking. On the off chance that any of them is 0, then 

surely s/∉ S. Something else, on the off chance that the majority 

of the bit is set to 1, s
l∉ S h igh likelihood. 

 

 
Fig5.2. Sprout channel 

 

There exists a probability of blunder which emerges 

because of hashing crash that makes the components in S on the 

whole creating files hi(s/) being set to 1 regardless of the fact 

that s/∉ S. Th is is known as false positive. 

 

5.2 Secure provenance encoding  

In a conveyed component to encode provenance at 

hubs and an incorporated calculation to translate it at BS, 

specialized center of our proposition is idea of inpacket Bloom 

channel. Every bundle comprises of an extraordinary 

arrangement number, in formation esteem, and iBF which hold 

provenance. Accentuate our attention safely transfer to 

destination hub.  

5.2.1 Provenance Encoding  

An informat ion parcel. Every vertex begins at a hub in the 

informat ion way and speaks to provenance record of host hub. 

Vertex is interestingly recognized by vertex Id. The Vid is 

produced per-parcel in  view of the bundle grouping number 

(seq) and mystery key Ki of the host hub. so utilize  p iece figure 

capacity to create this Vid in a safe way.  

 
Fig.5.3. System for encoding provenance 

 

Here represent the encoding system Fig 5.3. The 

informat ion way is <1, 4, 7>, where hub 1 is information 

source. So utilize10-bit and an arrangement of three hash 

capacities H ={ fh1, h2, h3 } for BF operations. At the point 

when hub 1 produces an information parcel with grouping 

number seq , it makes the BF ib f0 which is set to each of the 0's. 

The hub then makes a vertex relating to its provenance record 

and processes the VID as vid1 = EK1(seq). To embed vid1 into 

ibf0, hub 1 produces three files as h1 (vid1)=1, h2(v id1)= 3, 

h3(vid1) = 8. The VID is then embedded by setting ibf0[1], 

ibf0[3], and ibf0[8] to 1. The upgraded ibf0 alongside the 

bundle is then sent towards the BS.  

 

5.2.2 Provenances Decode Process  

At the point when the bs gets an informaundle,  accept 

destination hub realizes how information way ought to be, and 

checks the iBF to see whether the right way has been taken 

after. In any case, directly after system sending, and additionally 

when the topology changes (e.g., because of hub 

disappointment).  

 
Fig 5.4: Algorithm.1. provenance Verification.  
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Calculation 1 demonstrates the progressions to check 

provenance for given bundle. So accept the learning of BS 

about current parcel's way is P
/
, to start with, the BS instates a 

Bloom channel BFc with each of the 0's, BF is then overhauled 

by generating Vid fo r every hub in way P
/
, embeddings this Id 

into BF. BFc now mirrors the view of BS about the encoded 

provenance. To accept its observation, the BS then looks at BFc 

to the got ibf. The provenance check succeeds just if BFc is 

equivalent to ibf. Otherwise, if BFc contrasts from the got iBF, 

it demonstrates either an adjustment in the informat ion stream 

way or a BF alteration assault. The check disappointment 

triggers the provenance collection process which endeavors to 

recover the hubs from encoded provenance furthermore to 

recognize the occasions of a way change and an assault.  

 

 
Fig 5.5: Algorithm.2.Collection of Provenance  

 

Provenance gathering outlined Algorithm. 2. 

Provenance accumulation plan makes rundown potential 

vertices in provenance diagram through the ibf enrollment 

testing over every one of the hubs. For every hub ni in the 

system, the BS makes the relating vertex. The BS then plays out 

the participation inquiry of vid i inside ibf. In the event that the 

calculation returns genuine, vertex likely present in provenance, 

such a deduction may present mistakes in view of false 

positives. Nonetheless, the false positive likelihood acquired is 

less.  

Once BS settles arrangement potential applicant hubs, 

it executes provenance check calculation on this set. 

Progression required recognizes  the instances of a genuine 

course change and that of vindictive movement. On the off 

chance that the check succeeds, here choose that there was a 

characteristic change in the informat ion way and have possessed 

the capacity to decide the way accurately. Something else, an 

assault has happened.  

 

check process toward the end of provenance gathering stage 

does not succeed. A fruit ful assault happens when bits set by 

assailant) make all the k b its relating to a true blue hub end up 

being "1".  

 

 

5.3 Distinguishing Packets Drops Attack 

Here broaden safe provenance encode plan to 

distinguish bundle drop assaults and recognize malignant hub 

(s), and expect the connections on the way display normal 

parcel misfortune and a few ill-disposed hubs may exist on the 

way. For effortlessness, so consider just straight information 

stream ways. Additionally, it don't address the issue of 

recuperation once vindictive hub recognized. Exist systems that 

orthogonal to our identification plan can be utilized, which may 

start mult i path steering or assemble a spread tree around the 

traded off hubs.  

Increase provenance encode utilize a parcel affirmation 

that requires sensors to transmit more meta-informat ion. For an 

informat ion bundle, the provenance record created by hub will 

now comprise of hub Id and an affirmation as a grouping 

number of the in conclusion seen (prepared/sent) parcel having 

a place with that information stream. On the off chance that 

there is a middle of the road bundle drop, a few hubs on the way 

don't get the parcel. Consequently, amid the following round of 

bundle transmission, there will be a confuse between the 

affirmat ions created from various hubs on the way, to use this to 

recognize the parcel drop assault and to confine the malevolent 

hub.  

Here consider an information stream way P where nl is 

the main information source. Furthermore, mean the connection 

between hubs ni and n(i+1) as li. It depict next parcel 

representation, provenance encoding and translating for 

distinguishing bundle misfortune.  

 

5.3.1 Provenance Encoding  

In provenance encoding in parcel drop assaults delineates the 

broadened provenance encode process. The provenance record 

of hub incorporates 1.the hub Id, 2.affirmation ultimately 

watched parcel in stream. The affirmat ion can created in 

different approaches to fill this need. In our answer, a hub ni 

makes a vertex v i for each jth parcel it creates/advances, as 

show in fig.5.6.  

 
Fig.5.6 .framework to detect packet drop attack  

 

Note that, a hub must keep up a for each stream record 

to store the past bundle succession for every information stream 

that went through the hub. After a hub ni forms/for-wards any 

bundle, it upgrades the record for the comparing information 

stream with the as of late prepared parcel grouping. On the off 
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chance that a hub gets a parcel from an information stream for 

which it has no past bundle data, then it might utilize a pre-

indicated exceptional reason identifier,  

 

5.3.2 Decoding Provenance in at BS  

The moderate hubs, as well as the BS stores and 

upgrades the most recent parcel grouping number for every 

informat ion stream. After getting a bundle, the BS recovers the 

former parcel succession transmitted source hub from the parcel 

header, brings the last bundle arrangement stream from its 

neighborhood stockpiling, and uses these two groupings during 

the time spent provenance check and accumulat ion.  

 

Provenance check, the BS first executes the 

provenance confirmation process after accepting a bundle, 

1.present information way for the bundle and 2.previous bundle 

succession number sent by every hub in the way.This setting, 

the BS expect that every hub in the way saw and sent the same 

bundle in the last round, and that this present parcel's 

arrangement number is the same one as recorded at the BS. In 

this way the confirmation will undoubtedly come up short when 

pSeq and pSeqb don't coordinate, which likewise shows a 

conceivable parcel misfortune and suffices to execute 

provenance gathering prepare straightforwardly skirting the 

check.  

V. RES ULTS & DISCUSSION 

This work focused on obtaining maximum life time of the 

network. The source node sends the data to neighboring nodes 

in the network. At each level, node added security key, node 

with highest residual energy will be chosen to send a data to the 

source node. The rest of the nodes would serve as regular nodes. 

The safety transmitting provenance in a organizes, the 

simulation result factor as show below, the packet delivery ratio 

is high when compare to existing system and throughput, 

biterrorate and delay as show below 
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VI. CONCLUS ION & FUTURE WORK 

 

This work tended to issue of safely transmitting 

provenance for sensor organizes, and proposed an information 

provenance encoding and decoding plan taking into account 

Bloom channels. The plan guarantees secrecy, trustworthiness 

and freshness of provenance. furthermore, to incorporate parcel 

grouping data that backings identification of bundle misfortune 

assaults. Test and diagnostic assessment results demonstrate that  

proposed plan is compelling, light-weight and adaptable.  

In future enhancement, plan Finding a data path as a Secured 

path (key assignment for each node) to actualize a genuine 

framework model of our safe provenance plot, and to enhance 

the exactness of parcel misfortune recognition, particularly on 

account of different back to back malevolent sensor hubs. 

 

VII.REFERENCES  

 

[1] H. Lim, Y. Moon, and E. Bert ino, “Provenance-Based 

Trustworthiness Assessment in Sensor Networks,” Proc. 

Seventh Int’l Workshop Data Management for Sensor 

Networks, pp. 2-7, 2010 

 

[2] I. Foster, J. Vockler, M. Wilde, and Y. Zhao, “Chimera: A 

Virtual Data System for Representing, Querying, and 

Automating Data Derivation,” Proc. Conf. Scientific and 

Statistical Database Management, pp. 37-46, 2002. 

 

[3] K. Muniswamy-Reddy, D. Holland, U. Braun, and M. 

Seltzer, “Provenance-Aware Storage systems,” Proc. USENIX 

Ann. Technical Conf., pp. 4-4, 2006. 

 

[4] Y. Simmhan, B. Plale, and D. Gannon, “A Survey of Data 

Provenance in E-Science,” ACMSIGMODRecord, vol. 34, pp. 

31-36, 2005 

 

[5] S. Madden, J. Franklin, J. Hellerstein, and W. Hong, “TAG: 

A Tiny Aggregation Service for Ad-Hoc Sensor Networks,” 

ACM SIGOPS Operating Systems Rev., vol. 36, no. SI, pp. 

131-146, Dec. 2002. 

 

[6] C. Rothenberg, C.Macapuna,M.Magalhaes, F. Verdi, and A. 

Wiesmaier, “In-Packet Bloom Filters: Design and Networking 

Applications,” Computer Networks, vol. 55, no. 6, pp. 1364 -

1378, 2011. 

 

[7] T. Wolf, “Data Path Credentials for High-Performance 

Capabilit ies- Based Networks,” Proc. ACM/IEEE Symp. 

Architectures for Networking and Comm. Systems, pp. 129-

130, 2008 

 

[8] H. Chan, A. Perrig, and D. Song, “Secure Hierarch ical In -

Network Aggregation in Sensor Networks,” Proc. Conf. 

Computer and Comm. Security (CCS), pp. 278-287, 2006 

 

[9] S. Roy, M. Conti, S. Setia, and S. Jajodia, “Secure Data 

Aggregation in Wireless Sensor Networks,” IEEE Trans. 

Information Forensics and Security, vol. 7, no. 3, pp. 1040-

1052, June 2012. 

 

[10] C. Karlo f and D. Wagner, “Secure Routing in Wireless 

Sensor Networks: Attacks and Countermeasures,” Proc. Int’l 

Workshop Sensor Network Protocols and Applications, pp. 113-

127, 2003. 

 

[11] A. Ramachandran, K. Bhandankar, M. Tariq, and N. 

Feamster, “Packets with Provenance,” Technical Report GT-

CS-08-02, Georg ia Tech, 2008 

 

[12] W. Zhou, M. Sherr, T. Tao, X. Li, B. Loo, and Y. Mao, 

“Efficient Querying and Maintenance of Network Provenance at 

Internet- Scale,” Proc. ACM SIGMOD Int’l Conf. Management 

of Data, pp. 615-626, 2010. 

[13] W. Zhou, Q. Fei, A. Narayan, A. Haeberlen, B. Loo, and 

M. Sherr, “Secure Network Provenance,” Proc. ACMSOSP, pp. 

295-310, 2011. 

 

[14] A. Syalim, T. Nishide, and K. Sakurai, “Preserving 

Integrity and Confidentiality of a Directed Acyclic Graph 

Model of Provenance,” Proc. Working Conf. Data and 

Applications Security and Privacy, pp. 311-318, 2010 

 

[15] N. Vijayakumar and B. Plale, “Towards Low Overhead 

Provenance Tracking in Near Real-Time Stream Filtering,” 

Proc. Int’l Conf. Provenance and Annotation of Data (IPAW), 

pp. 46-54, 2006 


